Student Wireless Configuration for Windows XP Professional

Please Note:

e These steps are for student owned laptops only

o All of these steps must be done under an account that has full
Administrator rights on the PC

¢ You should have up-to-date Anti-Virus software installed on your PC
before setting up a wireless connection

e You should have all critical Microsoft XP Operating System updates
installed on your PC before setting up a wireless connection

e You must be currently enrolled and have a valid student username and
PIN number (password)

OPEN NETWORK CONNECTIONS WINDOW:
1. Leftclick green Microsoft start button at bottom left corner of your desktop
screen
2. Move your mouse pointer up to Settings
3. Move your mouse pointer to Network Connections and left click once to open the
Network Connections
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NOTE:

The Wireless connection must be enabled:
Right click on the Wireless connection and choose Enable. If Disable is listed
then do nothing...the wireless is already enabled

OPEN THE WIRELESS NETWORK CONNECTION:
1. Right click the Wireless Network Connection to highlight and display the drop
down list
2. Move your mouse pointer down to Properties and right click once to continue
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VERIFY DHCP SETTING:
IN THE Wireless Network Connection Properties WINDOW:
1. Double click on Internet Protocol (TCP/IP) ( this is located in the This
connection uses the following items: box)
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2. On the General tab make sure that it is configured for DHCP:
The radio button labeled Obtain an IP address automatically should be selected
The radio button labeled Obtain DNS server address automatically should be
selected
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3. Left cllck once on the Advanced at the bottom rlght corner of the Geeral tab to
open the Advanced TCP/IP Settings window...IP Settings tab is selected...verify
that DHCP Enabled is showing in the IP address box
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4 When f|n|shed C|ICk the OK at the bottom rlght 5|de of each window untll you get
back to the Wireless Network Connection Properties WINDOW:

5. Leave the properties window open and left click the Wireless Networks tab at the
top of this window

NOTE:
Windows must manage the wireless connection:



If Windows is not currently managing the wireless connections (meaning wireless
utility software is), the Wireless Networks tab will not be there, so you will have
to change the wireless management over to Windows. The way this is changed
over may vary depending on the type of wireless hardware your laptop has. For
example, you may be able to go into the Control Panel and click on the Wireless
Configuration Utility icon and simply uncheck the box labeled Let this tool
manage your wireless networks. Others may have the ability to modify this
setting with a Wi-fi popup box at the bottom of the desktop screen.

ON WIRELESS NETWORKS TAB OF THE

WIRELESS NETWORK CONNECTION PROPERTIES WINDOW:

1. Under the Preferred networks area, make sure there is a checkmark in the box
next to Use Windows to configure my wireless network settings if it’s not there
click once on the box to insert it

2. Left click the Add.. button below the Preferred networks once
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3. Inthe textbox labeled Network name (SSID): type NOSTRINGSATTACHED
(All caps)
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4. Left click the Authentication tab once to open the Wireless network properties
window...SEE DIAGRAM ABOVE

ON AUTHENTICATION TAB OF THE
WIRELESS NETWORK PROPERTIES WINDOW:
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THESE BOXES MUST BE BLANK

1. Make sure there is a check mark in the box labeled to Enable network access
control using IEEE 802.1X

2. Left click the down arrow for the box labeled EAP type and choose Protected
EAP (PEAP)

3. Make sure that there is no check mark in the boxes for either Authenticate as
computer when computer information is available or Authenticate as guest
when user or computer information is unavailable



4. Click the Properties button on this tab

On the Protected EAP Properties Window:
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1. Make sure that there is not a check mark in the box labeled Validate server
certificate...SEE DIAGRAM BELOW

2. Make sure the Select Authentication Method: is set to Secured password
(EAP-MSCHAP v2)...SEE DIAGRAM BELOW

3. Make sure the box for Enable Fast Reconnect has a check mark in it...SEE
DIAGRAM BELOW

4. Click the Configure button on this screen...SEE DIAGRAM BELOW

S Pigtwerh Coptmnc tivem - B X

Wi hetwod Conrecton
ok corvmcted
o Dol whrinsd 1450 Dusl Sont

STEP 1:
There shoukd NOT be a check mark in this box. o
there i left click on it once to delete it

STEP 2:

N % Tt i ] Asa Cotficate Servees - Tius bax shoukd say - Secured password (EAP-MSCHAP v2)..4 1
5 ) A £COM Roct CA /7| does, leht ciick on the blue down pointing chenron and select i

[ ACRaE Comeimara S A f

) Acram v

0 Ao mvances

£ Acen

LIS STEP4:

: 71 Chck the Configure... biton 1o continue to EAP MSCHAPV2

"~ |Properties Window

2 {STEP3:
Eitrathe - 1 Box to the left must have a check mark i @4 i doesn't ieft cick on
Dleratie Qurartre cheds {110 Insert the check mark




On the EAP MSCHAPV2 Properties Window:
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1. Take the checkmark out of the box next to... Automatically use my Windows
logon name and password (AND DOMAIN IF ANY). this will later force the
Logon Credentials box to be displayed asking for your current logon information

2. Click the OK button at the bottom of this screen and again on the next screen to
get back to the WIRELESS NETWORK CONNECTION PROPERTIES
window

ON WIRELESS NETWORKS TAB OF THE
WIRELESS NETWORK CONNECTION PROPERTIES WINDOW:
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Left click once on the Advanced button to open the Advanced window

Left click the radio button to select Access point (infrastructure) networks only

3. Left click once on the Automatically connect to non-preferred networks check
box

4. Left click once on the Close button to go back to the Wireless Network
Connection Properties window

5. Left click the OK button once to exit

6. Close the Network Connections window

N

If everything has been configured correctly there will be a message in the lower
right hand corner that reads:

Click here to select a certificate or other credentials for connection to the network
NOSTRINGSATTACHED ...Click this message when available



After a few seconds a Logon Credentials window will appear on your
screen
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Enter your:
1. username EXAMPLE: jsmith27
2. password (encrypted)
3. The DOMAIN name of VSADMIN.

NOTE:
Do NOT enter your entire email address example: jstudent@volstate.edu for your
username

CONGRATULATIONS!
You should now be on the wireless network

The wireless will automatically be searched and found each time you come on
campus.

As long you have an active student email account you will be able to access the
wireless network at VSCC
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